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FACTORS

Network Security @ 96 @ 90
DNS Health (2) 100 80
Patching Cadence @ 100 85
Endpoint Security @ 100 @ 100
IP Reputation @ 100 @ 97
Application Security @ 93 89
Cubit Score @ 100 @ 100
Hacker Chatter @ 100 @ 100
Information Leak @ 100 @ 100
Social Engineering @ 100 @ 100
GENERAL OBSERVATIONS

Exposed Services None 1’3 18
Exposed Vulnerabilities Seen None 1y 569
||HIGH SEVERITY ISSUES DETECTED

Network Security

SSL/TLS Service Supports Weak NoneZy 63
Application Security

Redirect Chain Contains HTTP NonerZ 2
Session Cookie Missing 'Secure' Noneiy 2
Website References Object Noner?y 2

)/ MEDIUM SEVERITY ISSUES DETECTED

Network Security

FTP Service Observed NoneiZy 3
Microsoft SQL Server Service Nonei 1
DNS Server Accessible Noneys 1
IMAP Service Observed Nones% 3
POP3 Service Observed Noner?s 1
HTTP Proxy Service Detected Noner? 8
Telnet Service Observed Noneys 1

DNS Health
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SPF Record Found Ineffective Nonery 2
SPF Record Contains a Softfail NonerZy 3
SPF Record Missing Nonery 85
Patching Cadence
High-Severity Vulnerability in NonerZy 3
Medium-Severity Vulnerability in NonerZ 18
LOW SEVERITY ISSUES DETECTED
Network Security
Certificate Lifetime Is Longer 1 13
Certificate Is Self-Signed 1 17
Certificate Is Expired 1 27
Certificate Without Revocation 1 40
TLS Service Supports Weak NoneiZy 27
Certificate Signed With Weak NoneZy 3
Patching Cadence
High-Severity CVSS v3.0 NonerZy 587
Critical-Severity CVSS v3.0 Noness 147
Low-Severity CVSS v3.0 NonerZy 2
Low-Severity CVSS v3.0 Service NoneiZ 2
Medium Severity CVEs Patching NonerZy 148
High Severity CVEs Patching Nonex? 27
Medium-Severity CVSS v3.0 NonerZy 126
High-Severity CVSS v3.0 Service Noner? 273
Critical-Severity CVSS v3.0 NoneiZy 330
Medium-Severity CVSS v3.0 Noner?y 236
IP Reputation
Potentially Vulnerable Application NoneZy 2
Adware Installation Trail NoneiZy 1
Adware Installation Nonery 1
Application Security
Website does not implement X- 4 120
Website Does Not Implement z 152
Unsafe Implementation Of 7 46
Content Security Policy Contains 4 285
Site emits visible browser logs 3 19
Content Security Policy (CSP) 13 144
Site Does Not Use Best Practices 1 296
Content Security Policy Contains 2 128
Site does not enforce HTTPS NoneiZy 331
Website Hosted on Object Noness 14
Insecure HTTPS Redirect Pattern NoneiZy 12
Site links to insecure websites Nonei 1
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Boomi, LP @

TIBCO Software Inc. @

Feb 16 Feb 23 Mar 2 Mar 9 Mar 16
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